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Abstract—The need to protect biometric data has been well
advised according to various regulations and standards. The
most popular Bloom Filter-based template protection schemes for
iris recognition directly depend on the keys to avoid linkability
challenges. This work presents a new approach for generating
the keys directly from the iris biometric data using chaotic
maps and elliptic curves over finite fields. Further, we present
a new template protection scheme that can directly exploit
the generated keys to provide better security using a Quarter-
Rounded template encoding which employs the inter-relation of
bits in the neighborhood of the iriscode. The proposed approach
is validated on the publicly available IITD Iris database and the
comparison to the state-of-art Bloom Filter template protection.
The proposed approach achieves a comparable performance
with the Bloom Filter template protection while eliminating key
generation overhead. The proposed template creation approach
achieves Genuine Match Rate (GMR) = 99.15% at FMR =
0.01% and EER = 0.77% on the IITD Iris database, with an
unlinkability score of 0 and superior revocability.

I. INTRODUCTION

Biometrics using face, iris, and fingerprint recognition have
recently become standard for authentication in many applica-
tions. Different applications use the same biometric data and
therefore require privacy-preserving data storage mechanism
to avoid the negative impact if one of the databases is
compromised [1], [2], [3], [4], [5]. Biometric data storage
specifically need to respect three critical factors for privacy-
preserving storage, aka, Biometric Template Protection (BTP):
(1) irreversibility, (2) revokability and (3) unlinkability, in
accordance to ISO/IEC standard for biometric data storage for
template protection schemes [6].

The BTP schemes have been well investigated and have led
to different strategies to achieve the same result. Popular BTP
schemes such as Bloom filters [1] and variants like Cuckoo-
filters [7], Morton-filters [8] or hash transformations has been
proposed for iris recognition in recent years [2], [3], [4], [5].
Bloom filters provide a hash representation of the biometric
data by merely dividing the entire iriscode into blocks of
chosen length and width. To further address the linkability
emerging from simple hashing of biometric data [9], the use
of private key was proposed, where the key is used in simple
linear relation to obtain a protected template (i.e., B⊕k where
B is the biometric data of a chosen block and k is the key)
[10].

Despite the good performance achieved by such Bloom filter
based BTP schemes, the challenge of creating and choosing

the keys remains. Typically such keys are chosen based
on the applications, and when the biometric databases are
compromised, the keys are changed to generate new templates.
As it can be noted from the relationship of key and the
biometric data, one can easily deduce the linkability challenge
due to a linear relationship between the key and the biometric
data. Given that the keys are typically a number directly
related to the block size, the number of guesses needed is
significantly lower, making the attacker succeed in a relatively
low number of attempts. For instance, if the Bloom filter based
scheme employs a block size of 5× 20 bits, the largest key is
usually limited to 20 if the hashed representation has a one-to-
one relation to the protected template. Alternatively, a larger
template size can be chosen to increase the size of the key, i.e.,
the key-space, and this leads to a larger size template leading
to higher memory requirement for storage.

In this work, we address these two limitations of existing
Bloom filter-based BTP schemes by providing a novel scheme
that directly generates the keys from biometric data and
provides a protected template. The key generation mecha-
nism in our proposed approach relies on two key notions,
namely chaotic maps and elliptic curves over finite fields.
The generated keys are further used for creating the protected
templates using a simple yet secure encoding. The proposed
template protection is based on Quarter-Rounded encoding
such that the key is iteratively used within a block to both
reduce the linkability challenge and at the same time provide
comparable performance to existing state-of-art Bloom filter
BTP. We further refer to our proposed scheme as Quarter-
Round Biometric Templates. The proposed approach is vetted
for the robustness of biometric performance using publicly
available IITD Iris database [11] consisting of 224 subjects
and 2240 iris images. We complement the applicability of the
proposed scheme further by analyzing the security aspects
of the BTP schemes through a detailed unlinkability and
revocability analysis.

The key contribution of this work can therefore be listed as:
• Presenting a new key generation mechanism from bio-

metric data using chaotic maps and elliptic curves over
finite fields, specifically for iris data protection.

• Presenting a novel way of template creation by exploiting
inter-block and key relation that provides comparable
performance to existing Bloom filter-based template pro-
tection scheme.
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• Providing an empirical evaluation of the proposed ap-
proach using a publicly available iris dataset together with
a security analysis for both linkability and revocability.

In the rest of the paper, we present our proposed key
generation mechanism in Section II. The key is further used
for creating protected templates as presented in Section III. We
further present a detailed empirical evaluation of the proposed
approach in Section IV along with a brief overview of the
database used. The security analysis is presented in Section V,
and finally, we present some conclusions and potential future
work to follow in Section VII.

II. KEY GENERATION

As argued above, the key space is directly dependent on
the size of the template. The real numbers used as the secret
keys in existing BTP schemes are limited to the overall size of
the template. To address such a challenge, we present a new
scheme for key generation based on chaotic maps and elliptic
curves over finite fields, which can directly employ biometric
data using multiple strategies, for instance, selecting a user’s
biometric data from the enrollment set to generate the key or
using a subset of enrolled subjects’ biometric data to generate
the key. We simply resort to the first strategy to validate the
idea of key generation. We first provide a rationale of key
generation in this section where the key generation is based
on relaxed elliptic curve construction [12]. Our key generation
mechanism involves estimating a random binary sequence BN

and then employ the same to derive the final key using the
biometric data over an elliptic curve in a finite field. In the
following section, we provide the idea behind chaotic maps
and the relation to iriscodes for the final key generation.

A. Chaotic maps

Let A be the unit interval [0, 1] ⊂ R and split A into two
disjoint sets A0 and A1 of equal measure. In our situation we
chose

A0 := [0, 0.5] and A1 := [0.5, 1].

Let Σ be a function Σ : A→ A.
Let σ0 = σ ∈ A and construct the set

S :=
{
σ0, σ1, σ2, σ3, . . .

}
, σi+1 = Σ(σi).

Through a suitable choice of Σ we can construct a sequence
that is ”random” in a weak sense. In this work, we employ
the logistic map

Σ(x) = λx(1− x), λ ∈ [1, 4]

to achieve the randomness. It is a classic fact that for λ ≈ 4,
this map is “chaotic” in the sense that the system is extremely
sensitive to the choice of initial value σ0. For λ > 3.57, an
extremely slight change in initial value can (and typically will)
change the sequence S completely. From the pair (A,Σ) above
and the decomposition A = A0 ∪ A1, we now construct a
binary sequence

BN :=
{
b0, b1, b2, . . . , bN

}
, bi ∈ {0, 1},

from
SN :=

{
σ0, σ1, σ2, . . . , σN

}
as follows:

bi :=

{
0, if σi ∈ A0

1, if σi ∈ A1.

Therefore, BN can be interpreted as the binary number
b0b1b2b3 · · · bN . For every ε0, ε1 > 0, the choice λ + ε0 and
σ0 + ε1 will dramatically change S and therefore BN . The
length N is obviously also variable.

Finally, let us remark that there are many other discrete
chaotic systems, besides the logistic map, that can be used.
However, for the sake of this note we restricted ourselves to
the logistic map.

B. Elliptic curves over finite fields

We adopt a pedestrian view on elliptic curves with the
following definition.

Definition 2.1: Let q = pn, with p ≥ 5 a prime. An elliptic
curve, E over Fq , is the plane curve in F2

q defined by

y2 = x3 + bx+ c, with b, c ∈ Fq, (1)

and such that −16(4b3 + 27c2) 6= 0, together with a dis-
tinguished element O /∈ F2

q , the point at infinity. The set of
solutions is denoted E(Fq).

The set E(Fq) is an abelian group under addition, which we
denote +

E
. For the actual formulas defining the group structure

we refer to [13].

C. Key generation using elliptic curves over finite fields and
iriscodes

From now on we assume for simplicity that n = 1 so that
q = p. Choose an element z ∈ Fp and an elliptic curve E
over Fp. We will view z as the x-coordinate of a point on E .
However, this is not always possible. Indeed, for z to be the
x-coordinate of a point on E , we need to be able to solve the
quadratic equation

y2 = f(z) = z3 + bz + c. (2)

in Fp. This is not possible for all values of z. If the equation
fails to have a solution, we simply choose a new z until we
get a z such that the Equation (2) is solvable.

Fix a point p ∈ E(Fp) and assume we have another point
q 6= p on E with z as x-coordinate. We now construct the
following set of points on E :

ζN :=
{
q, ζ1, ζ2, ζ3, . . . , ζN

}
⊆ E(Fp), (3)

with ζj given by, for bj ∈ BN ,

ζj := j(1 + bj)p +
E
q, 0 ≤ j ≤ N, ζj := (xj , yj).

Viewing the coordinates xj , yj ∈ Fp as integers we write their
binary expansion as x̄j and ȳj .

We now define two functions L and R based on the binary
iriscode. Let b = b0b1 . . . bn be a binary iriscode. If n is odd
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Fig. 1: Schematic of the proposed key generation and template protection scheme

we delete the middle digit, but we still denote the resulting
number by b. Put

L(b) := b0b1 · · · bn
2
, and R(b) := bn

2 +1bn
2 +2 · · · bn

We also introduce the function

δ(j) =

{
0, if j even
1, if j odd

and, using this, the following two sequences {sj} and {tj}
are created:

sj := δ(j)L(x̄j) +
(
1− δ(j)

)
R(x̄j)

tj :=
(
1− δ(j)

)
L(ȳj) + δ(j)R(ȳj). (4)

Finally, the key is another binary number which is further used
for template protection

Key := s0t0s1t1s2t2 · · · sN tN .

D. Usage of Key

As the key is directly proportional to iriscode, we assert
that our proposed key generation mechanism can be used with
any existing binary iriscode irrespective of feature extraction.
In our specific case, we employ the 1D Log-Gabor iriscodes
of the length 20 × 512 to validate the generation concept.
However, we assert that other superior iriscode extraction
schemes can provide stronger keys under the noisy setting of
iris data.

III. PROPOSED TEMPLATE PROTECTION

We further present a new template protection scheme em-
ploying the generated key from the proposed key genera-
tion mechanism, as depicted in Figure 1. As noted from
earlier works, iriscode also has a strong dependence on the
inter-relation between the neighborhood pixels for providing
higher verification performance [14]. Considering the linkabil-
ity challenges and simultaneously exploiting the neighborhood
relations of iriscodes in chosen blocks, we present a new
Quarter-Round (QR) encoded template creation inspired by
the Salsa20 stream cipher [15], [16]. We specifically employ
such construction to create the templates based on the recently
conducted security analysis where it was demonstrated as a
secure encryption approach [16]. However, unlike the original
construction where the problem of linkability does not exist in

Fig. 2: Template creation using Quarter-Round (QR) encoding
for each block of iriscode.

the data, the biometric databases have a strong unlinkability
requirement. We, therefore, introduce the key for encoding the
iriscode data to generate protected templates.

Further, to respect the backward compatibility of the pro-
posed method to a Bloom filter-based template protection,
we demonstrate the proposed approach with similar settings.
Specifically, we divide the iriscode (I) into the number
of blocks (n) of chosen length and width, i.e., length =
{4, 8, 16, 32} and width = {5, 10}. Each of the blocks
is further reorganized into a 1-dimension array and further
divided to result in 4 equal blocks Ina , I

n
b , I

n
c , I

n
d .

For each of the four blocks Ina , I
n
b , I

n
c , I

n
d , we use an ARX

structure (Addition, Rotation and XOR) as presented below in
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Equation 5:

Inb = Inb ⊕ (((Ina ⊕ k) + Ind ) ≪ 7)

Inc = Inc ⊕ (((Inb ⊕ k) + Ina ) ≪ 9)

Ind = Ind ⊕ (((Inc ⊕ k) + Inb ) ≪ 13)

Ina = Ina ⊕ (((Ind ⊕ k) + Inc ) ≪ 18)

(5)

As it can be noted from Equation 5, the data from a chosen
block of iriscode is not only encoding the data in a linear XOR
format but also strictly enforces the usage of neighborhood
relation before creating the protected templates. The summary
of the QR template creation at a block level is presented in
Figure 2.

Further, each of the resulting blocks from Equation 5 i.e.,
Ina , I

n
b , I

n
c , I

n
d are combined to form a block of protected

template. While different strategies can be employed, we
simply concatenate them as one dimensional array for a given
block of iriscode Inp = [Ina ||Inb ||Inc ||Ind ]. Such an operation is
carried for all the blocks to obtain the final protected template.

IV. EXPERIMENTS AND RESULTS

This section presents the experimental evaluation of our
proposed approach on IITD Iris Database version 1.0 [11].
Although a wide variety of approaches can be used for
comparing the proposed approach, we employ the Bloom filter
template protection as our baseline due to similarity in the
operational pipeline of the proposed approach to provide a
fair comparison. Each of the iriscode comparisons, for both
protected and unprotected template, are carried out using
simple Hamming Distance measure [14], [17]. Further, the
results are presented in Equal Error Rate (EER%) and an
accompanying Genuine Match Rate (GMR=1-FNMR) at a
False Match Rate of 0.01%.

A. IITD Iris Database version 1.0

The IITD Iris Database version 1.0 [11] provides the data
captured from 224 subjects and 5 images per iris. We employ
left iris images to provide a consistent comparison to earlier
works [17], [18] which also employ only the left iris images
totaling 1120 iris codes from 224 users with 5 iris codes per
user. For each of the iris image, we extract the Log-Gabor en-
coding to obtain the iriscode [19] in the lines similar to earlier
works on the Bloom-filter based template protection [1], [3],
[18]. We further assert that our proposed key generation and
template protection mechanism is independent of the feature
extraction mechanism allowing the users to choose any binary
representation. We follow the configurations recommended
in earlier works on the same dataset, where the protected
templates are created using iriscodes ` ∈ {4, 8, 16, 32} with 5
and 10 bits configuration [3], [18].

B. Results and Analysis

Table I provides the empirical results of the proposed
template protection scheme based on the key generation mech-
anism. The results are further presented along with the results
obtained from unprotected templates and protected templates
using the Bloom Filter approach. As noted from Table I, the
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Fig. 3: Comparison of biometric performance using DET for
IITD Iris Dataset with a configuration of ` = 4 and 10 bits.
While the proposed approach results in slightly higher EER
as compared to Bloom filter based approach, it also results in
lower FMR compensating the lower EER.

proposed approach provides comparable results against the
Bloom filter-based template protection; however, without the
overhead of creating the key manually.

Further, the proposed approach using the key generation
and template creation results in competitive performance
(EER=0.75% and GMR=98.57%) with minimal loss in EER
with respect to the Bloom filter-based approach (EER=0.38%
and GMR=99.38%). While the EER is slightly lower than
the Bloom filter approach, we note the gain in the FMR as
depicted in the Detection Error Trade-off (DET) curves in
Figure 3. However, we obtain an unlinkability score of 0,
indicating the security of the proposed approach, as discussed
in the next section. While we have used the configurations
directly from the Bloom filter-based approach, we assert the
scope for improvement of proposed template creation if other
strategies for block creation can be employed. This factor
needs further investigation and will be investigated in future
works.

V. SECURITY ANALYSIS

To verify the strength of the proposed template protection
using the key generation mechanism, we provide a security
analysis using the Unlinkability Analysis Framework [20] and
the revocability analysis framework. Specifically, unlinkability
is achieved when the attacker is incapable of retrieving any
information by comparing the protected templates generated
from an identical iriscode by employing different keys gen-
erated. We also assume that if the templates from several
databases or applications are compromised, the attacker can
gain information on the template creation approach in an in-
direct manner. Thus the cancelability can be achieved by gen-
erating a new template simply by changing the keys generated
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TABLE I: Results of proposed template protection scheme using proposed key generation mechanism compared to unprotected
& Bloom filter based scheme on IITD Iris Dataset.

5 Bits 10 Bits

Iriscode EER GMR @ EER GMR @

0.01% FMR 0.01% FMR

Unprotected Log-Gabor 0,36 99,11 0,36 99,11

Protected

Bloom - 4 0,38 99,33 0,62 99,38
Bloom - 8 0,39 99,38 0,44 99,55
Bloom - 16 0,40 99,15 0,26 98,84
Bloom - 32 0,83 98,57 0,34 98,08

Proposed

Proposed - 4 0.75 98.30 0.77 99.15
Proposed - 8 0.92 97.77 1.01 97.50
Proposed - 16 1.65 96.38 1.53 95.31
Proposed - 32 2.65 93.93 2.84 91.92

when the template in question is compromised, by selecting
a different user from the enrollment set or by changing the
p in Equation 2.1. In order to address the other two factors
of the unlinkability [20] and the revocability, we simulate the
verification experiments with different keys. Specifically, we
generate (i) mated-imposter scores - the comparison score
between two protected templates from the same iriscode
computed by employing the same key generated from the
proposed approach, and; (ii) non-mated-imposter scores - the
comparison scores between two protected templates from two
different iriscodes using two different keys generated from the
proposed approach. Genuine scores correspond to comparison
scores from the iriscode of the same person and the same key
generated from the proposed approach, while imposter scores
are the comparison scores are from the iriscodes of different
persons with the same key.

A. Unlinkability Analysis

The framework measures the linkability Dsys
↔ of the mated

imposter distribution versus non mated imposter distribution
to indicate how easily the scores can be used to link two
subjects across two databases. A higher score indicates that the
template protection results in a score distribution that can be
easily linked across services. As seen from the Figure 4, a high
degree of unlinkability is observed along with the unlinkability
index given by Dsys

↔ within the Figure 4 for IITD Iris dataset.
A lower Dsys

↔ indicates superior unlinkability. It can be clearly
observed that the Dsys

↔ = 0 for all the configurations of
the proposed approach with differing number of blocks and
number of bits.

B. Revocability Analysis

To evaluate the revocability strength of the proposed key
generation and template encoding approach, we analyse the
score distribution of renewed protected templates through
mated-imposter, genuine and non-mated-imposter score dis-
tribution. We conduct multiple rounds of verification using 24
different keys generated from the proposed approach to obtain
all three distribution. Figure 5 presents the three distributions
which indicate the revocability of the proposed approach.

0

20

40

60

80

100

Score

Pr
ob

ab
ili

ty
D

en
si

ty

Unlinkability analysis, Dsys
↔ = 0.00

Mated Scores
Non-Mated Scores

0.0

0.2

0.4

0.6

0.8

1.0

D
↔

(s
)

Fig. 4: Unlinkability analysis on IITD Iris Dataset with a con-
figuration of ` = 4 and 10 bits. *Note - Not all configurations
lead to a Dsys

↔ = 0

Under a revocable situation, the score distribution shows no
difference between the protected templates generated from the
same individual iriscode or different individual iriscode by
different keys generated from the proposed approach justifying
the requirement of revocability. The revocability analysis re-
sulted in a GMR of 99.15% and an EER of 0.77% with a clear
overlap of mated-imposter and non-mated imposter score.

VI. DISCUSSION ON FUTURE WORK

The proposed approach has shown promising results for
BTP. In this section, we list out a set of potential future works:
• Scope for key improvement: The proposed key generation

in our work employs R and L in a very standard manner
as given in Equation 4 [12]. The functions

sj := R(x̄j), and tj := R(ȳj).

should further be investigated if the added layer of
“mixing” left and right, adds to the randomness to make
the key stronger and more random.

• Modality independence - In this work, to verify the con-
cept, we have chosen iriscodes, but further investigations
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Fig. 5: Revocability analysis on IITD Iris Dataset with a
configuration of ` = 4 and 10 bits.

are needed to suitably modify the template protection
scheme for other modalities such as face or fingerprint.
We assert the proposed approach applicable to binary
data such as iriscodes, and a similar argument can be
extended to other modalities providing binary feature
representations. However, the proposed approach is not
studied for other biometric data, which may result in
real-valued feature representation, and this needs to be
conducted in future works.

• Key-generation and Key-binding: Given that the key
can be generated directly from the biometric data, the
approach can be used for key-generation and key-binding
in biometrics for various modalities, which is not studied
in this work.

• Selection of data for key generation: One of the subjects
from the enrollment is randomly chosen to generate the
key for all the subjects in the dataset. As an alter-
native strategy, it is also possible to employ pseudo-
user biometric data to generate the keys or an averaged
representation of enrollment data can be used. While the
former will lead to enrollment independent and user-
specific customization, the latter can help in devising
optimized templates with known-apriori enrollment set.
We leave the investigations of such strategies for future
works in this direction.

VII. CONCLUSION

With the need for addressing key generation mechanism
for biometric template protection, we presented a new key
generation scheme based on chaotic maps and elliptic curves
over finite fields. The proposed key generation approach
is further complemented with the new template protection
approach for iriscodes using the inter-relations between the
iris bits in a Quarter-Round encoding scheme. The proposed
approach was validated for the performance and compared
against the popular Bloom filter based biometric template
protection. While the proposed approach provides competitive
performance compared to earlier method, this work elimi-

nates the need for manual key generation procedure. The
experiments conducted in IITD iris dataset has resulted in a
Genuine Match Rate (GMR) = 99.15% at FMR = 0.01%
and EER = 0.77% with ideal unlinkability and strong
revocability. Modality independence of the proposed approach
and extension to real valued feature vector will be further
studied in the future works in this direction.
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